UNIVERZITA PALACKERD V OLOMOUCI
GGGGGGGGGG A FAKUHA
CENTRUM PREVENCE RIZIKOVE VIRTUALNT KOMUNIKACE

b,

BEIPECNE CHOVANT
NA INTERNETU
PO KLUKY A PRO HOLKY

AMETY NA VYUKOVE AKTIVITY







? P§ b P GA QTERNEED
PRO KLUKY A PRO HOL

gni NddoOnéeoOcewl NcdOeéil G ¢l GOH
k& NI LOBEOt DAUO»t NGI NPUIT T GOmWwIi i UOK W



6Dt {t DCAdOARNCcT Al OnR é Bolkyedh D Niil I DWO & PO O WL Ric & O

Ok e NT L,ORPDd OAf B\ il in®@h2k HOL &
pOAAT ¢ DTt T Glamoucig2n22 Al dh NOc
>gOcdOCinl

Verze 1.0

ISBN: 9780-24461977 rini
ISBN: 9780-24461984 Enline: PDF)

2
E6 Dt g EH OD C i daOmeméwrd kiuky @ pro holky
www.ebezpeci.cz



Obsah

6O0nNNGu ljDnon

ad GODGNG pn.Nu.Og N
i 0 n D4 F O ?10Gkp pONNNEEG ) @G G
vp n Ny O g NGiQFlie (& Np@Eil) CUpin' G GL N
%2@2GgNn o'GGY G Dgeit) OBDON Erislj @
b¥ GL ONjGOEH&1g CD.ANB O ¢

AN QqFO‘!nT!ijﬁ@mﬂr’"'Wvﬁ
Petrhecraftm ! g GG O OGL O! Nji 0g G|

CSexting a jeha.rizika. ......... .5

2 O &0 DG NgithaetfyoA i geeDY@FGHANIO njjU
Super pokec na videochatuy FO n 1 OdzOd G
D»GD(G GO .Jj.0O&Gy.B 0

bna&GGNj] Ij C¥z 6 DCENGHP QINES G
Justin BiélseznamkaG U lj GO & ° G GOL ! g

EOnline podvody............ ..... . D
PnNONnNNGutid g pnNonNG(GLO
3

E6 Dt g EH OD C i daOmeméwrd kiuky @ pro holky
www.ebezpeci.cz



F! UOnN glj Poii.LpQO3ja60 y
¢ 0O¢ iU U bTh¢RrateEBRyajN WOy F O
Galia®elidg ..||L.nLiGDIGyY .
KNOFU GGF Pljrel Ofiplgi DGO FI
+ g 0G0 g OGN (GGER o MO G 0 ON §
O! GoyNj Gg GGOO! GOOU~

H Gg DNjy...0.2.00.018 OC
a G el Odanling p ¢ BXGGEpPIIONGS 0 g &¢
¥DayonogOg

G0 6! ONGO6 1jDnon
2gpligDiG n GGJ
40B1lj ODy 2

E6 Dt g EH OD C i daOmeméwrd kiuky @ pro holky
www.ebezpeci.cz




gOoNnN NGy 1jDnon

EGoOGy ¢ FiGDy NOOGGDYi*¢
qC)GFC) 0 Gl U Gg NjnaprGbipmaiiku p |
L Ogp ON Gdlitign ! rIfi POEEXBUO ONjU F p ¢
OgOgbuy NG OIYOPRaZEgleN @ d OODm
pro kluky a proBi@ky |j n UL cho@GF0 &t & g
. p!lgENoGutLtli DUl ANOGIELBFH OD
LODy Wﬂj@ @U@fﬂ Df(in GNnAktipfgoEeG &
I N6 DOGGE Nn G62nDGED§ Dn-
Nn p BG djgbetigo®d 0! 8 nNGEGF U6§
pracovaD O NjOn DO NG FGFn NjOn DL

¢ 6 D2F @GFg oML D OG0 G OG

¥gFUD ¥

E? OepOOINFSn F G L O
Univeraik g DGt D06 0N ¢

5
E6 Dt g EH OD C i daOmeméwrd kiuky @ pro holky
www.ebezpeci.cz



6
E6 Dt g EH OD C i daOmeméwrd kiuky @ pro holky
www.ebezpeci.cz



o )
g " WCG Hi
?PgpPPC?

7
E6 Dt g EH OD C i daOmeméwrd kiuky @ pro holky
www.ebezpeci.cz



Aktivita&: 0 n D4y F O L Oap O
®@ ?0&p ONGO6 0 OIlNmEDIEED !l m ljG&x
0DgliOG8 ODyUNOFS 20016 gg G(
p ! nGNiODFHeeg BE Ok GIGO F SpDAp Do

@ CG®@&IONUNOBOO |jG°¢ vwENo DEOND
i O lwE@EiRGeenpwngd.cagdy NraaBo@od adiesuN;j
2600F L ®@dDODEIOPO Mmoo b

, PpnNoGNG®IE O gl
Ol OD” EPNFO&HOOO L Njy

Anidka05 } [QWERTY [RadekZOO?@ }

[
{

Robot$201 } [Chytrej$borec@} [ MySak999

8
E6 Dt g EH OD C i daOmeméwrd kiuky @ pro holky
www.ebezpeci.cz



@ ¥GFnNjgrRdi Npnn:!! gnNUi RO IFQ g @° -
Gon yqu@@w@cc@f gDO UpD
Pn! g Ny NN 0O In fF UG Gy dOFeapliOIN O G

Ui OPBGY ° Y5 FTELEFC ¢€¢Q nPe
p Dii DOp AIC 21 pté-

NER ©
g - | 88PNEUAP!

® GgDNju Fn ¢ @PRREI B @G D20 GO 65l
G6 B g O thiegia lj ® rP2 G BPWH GOGI)j @ d
2 gFgDUBOO BOB Nn NjgLDn G

K

@ bnaen! ¢ &glLO®p ONBGYUNRhHDDT
prolomBEg DO O n CD GPpINYE Tl (ghGIiDg ,""'V’l
spojerfl;bé’lvl\llj M 'Dﬁidl\lmmqf@@?[b]qv\lb“ lj
LGNnFOD! G286 GNgBO [[O NgI

9
E6 Dt g EH OD C i daOmeméwrd kiuky @ pro holky
www.ebezpeci.cz



@ ¥ 0GO0NnNDOGyY | ligDEHA nVygeddid]
hesl®sG U ¢ (i Ozpf NE&H DOQ IGEH OO G G
GOLnNn #PPMPAOg ANOXG U Oli Dn &g

www.eset.com/cz/géeseltor

www.avast.cazfesdamasswgrherat

@ 60 &g b dNj®OPRMULLIO &pgCONSEL0 EO
gp DI WGHIOQ COA®EGD OHNPBEO § O
GOLn BO & DN G GE JNGTEXEG EROHOT
0 G &dmWMOESEH gy DR ®PPEHOT 20

i@ = =

DashLan Keeper RoboFort LastPas:

G F 0 DD PPIDN b HFE Gl
eRgutet viaakilniGeO b BjEj p n |
(6 GOO! GOOU~ ° 6D L kintdndtGCreg

10
E6 Dt g I OD C i dalnenéwro kiuky @ pro holky
www.ebezpeci.cz



©@ AiDZi ngtOODA |j O ! 1f Déed BB ¢
g pDOOONNU ljG TUGGgGGNGyYy |
i DgLO6 UOlpouzae] NWIOD Mk GlicEe @jC

pn Ng D4 Dn pB QNEEINORAh Uiy RgiOss ¢
znich tobyl | (NInKDIGE IDBXDF Un H PG O

11
E6 Dt g EH OD C i daOmeméwrd kiuky @ pro holky
www.ebezpeci.cz



O«

Metodig® O G ¢ G O6? 7 on

Y

YDOEEDFEBODRNOT ngNTFNeCnT AND®OI NNDBOT

0T OGcRPDIODBBOENCTFKkDGEOAdI NLTT OabDttDCANUI
>gO\ CDi LAl Cit DWh @ O ANBtorlaxEian o 2apa)
190 U1 OtiPWKREADRODOET ULT ADGOcDLI I OT.ONéLi Ot
ZhNChndOkDOcowkd e ®aOUDDANEDAT GOPEFEDOGOC A
zl DAT FdaGAT Ocdio0Ogit cgONDINCEOB FTWADO»ARADI
3. Nikdyp Dt DWKkT ¢ Dk G DOR DUL N & - (N MdIdk LOH DA AEMK T (@M |
k Ndnée Oéenl Ot UT KNDAT g
4.Prg U7 Uk ©®ENONALERSODG yEmAIND W KT ODE @B eudd Dk
YDULRNONWUT OacdOwnliidnlg
f g0 NOWI NATIDHd DR GTn@ bred DX (VD@D i B 18900 (OF
t DWkT c¢ci iDgO¢é JECHMOGDNTHILT ODODOci UOHt
6. Heslachovejte ajnostiGO AT | NNWOk Dk On Dt FNt Fét wk i DGO& «
Ug O=20L Dk T G dd@ygQ Gt Sh@sNaTO3 ot nDIEENILA, DY F e n N €ENO
NcdUNBOMGDTFdOI NNt AW Kk BCH B DN D&\ iy H 8D INAVION G L
telefonu.
"Nt Al NI &g
"NCLDOtNULDCAT AhO&aDttDCANUGAT AhROénerLet Oe
hesoNdnd Ot 80t n@DDOEMé 08 @@ EIDRADEGHHIGON Dk ©6 L
scl ADOcéeFiéentieNlI Otneéel D0 ¢gtATON A & GOk dieLad en D
tenDCaeldDLAEGONE&EOt t DUNABOGCecNTAD0RDUL & Ok L
zGiti o9
1.i 61 ENOt 1t OUNaAaDNOk N DOgOUDAED Bde Bo)®H I P B T
2. DUWCGEDGOt CéeOcéeUDORDUL NO akaghOX chwdkDedidl DN 00 &
ADUOLNGOI GDFdOki | OroMeUDOWEDOPHOsh OUDaN
3.cl woaDONCheCcnNwi Ok DaUTg@H =qQ ¢ Ot GOEK G eTd ([d
AeOCeCUT AhOKDORDULNZ1tWOZ1thDOLNt 12608
4.t ecFThnddDOt t OUN&aAGOkel OcodltecnNUT GOt ét éNé
gt et UgOt cnNLT NDOA dk & InavOn TAG TNIRITWD@ rd &1 idOes @It
VIDUI eAROB6WCdkNcT AT Ah OZodddchbyche?lBot&ey7i O & k

12
E6 Dt g EH OD C i daOmeméwrd kiuky @ pro holky
www.ebezpeci.cz



61T DNDG FTgATinODXIOLTeAl 1 Oewd DA dGT + 8 ADH

Vi DULDCAT AROLDGDAROUDDONDAAOBOCENDEERT AN A D
oNGT Ul otterUGI & h D O DA Al TAD HBGE)Oskdn ke Qduhavkyl C Dk D
TNt NEAT RBitAICY OOk T ¢ i n TAG 1T N kel MesBd8iA h O Y C
NakDcwk DO DU PO WO DD OETE NDG O Pedhdiowg@erbidd k D O

IDkterousY Ut d AhRDNOcOwkT céeki Ot 0T+ DAl Ogl FNBO t
Biometrick O Y C é k hé€)dé Bnadnd hapododiO a d hDNO LT CUI dhNO KT «
61 DNDGFT Il eD@WRDON WK DEDHOUNOKkNEODDOODBROEOD OF £
ANOaBOUDOUGeL NGOHypdkad €D MY G ddpdddb@my Ot It D C
WichRUDAT OAa®©0OMCNDMDOIND & o L & Ocredral DIARD kQECT A MNCRATI
GRNGT kOt 0T Oé wdDUGTOHE BTNONGRD i 6T O0LEYOWO T U
DLDI GFTAI €EONCtNTFGOtUT OUIDANCI AT ODhREGODOT
NcdUNci AT Ot NCLDONaLl CODkDOUDOt NUNWCT GOt Cé C
o fotku.

61 DNDGFT ADEBWCE D& DDA 1cO @Qmmnmw~~
unum@ﬂUMMUu¥|A|sommmmmmn&wm? -
aT ina B uI me (ArhaT| +n|e\?qG)ch§01ﬁeec1Dmné)Fu?

t ot i LeCDNOk DOI; el OCT AUl eOUBUI
Router

U routers modemmk DOGUDa & Ot Ndnl GOcEARNET ORDULNOL T
| GDFdOKk DOt UDC rrerlid & daraat (il CATEE WK AcAeDD L D0 G N G
t el OuUnecnnoOnéetecnwibDlLAdg

AOT Ohée Al DOI

VA NnLWONOGUDBRBDOnOAEDFBAOAROUGEL Ot DULDCAT Oh é
ADULNOE Tt 1 =g OANOUD DA (tOrad OAh TOenchhlsAsdttinnddOOarDat
WhANCAWGDLAEARORDUDL g

Zdroje:

6T NNDGFTI DOADAIT C‘)thC‘)D(jT Ui f)l; TUGgivCQ@G’sz:‘CE)KﬁéC
https://www svetchytre.cz/a/pM8jE/biometmentjen-otisk prstudavejtepozor
komusveudajeposkytnete

TDADFI GNFOAT hNCREARORDUDLGO céUlg
https://www.avast.com/esz/randompasswordéhenerator#pc

13
E6 Dt g EH OD C i daOmeméwrd kiuky @ pro holky
www.ebezpeci.cz



https://www.svetchytre.cz/a/pM8jE/biometrie-neni-jen-otisk-prstu-davejte-pozor-komu-sve-udaje-poskytnete
https://www.svetchytre.cz/a/pM8jE/biometrie-neni-jen-otisk-prstu-davejte-pozor-komu-sve-udaje-poskytnete
https://www.avast.com/cs-cz/random-password-generator#pc

~

j i GGl DONUBUY¢Ly

Aktivita: P g PP C?2 e n 2 t
O

1.RomdnDOc DOUI NLAT O
Uc Ok Olivsé@am3 0 & b 181004
profil fotografie, komentovédjaoval

t UI U1; dc‘l eOI eNe¥| C

2YénADOt U1 Uutg Ghn &
NCOkDkT Ol eNéFi Ci
NOt NNNAgOi énéot é
UcdhnNOgeADanni nc
UT OhNON&anNcl GOt N
c9al LOUDOkI OéL DO
Hanku, zda iyl On Dt RUL é L
CNnNTét 1T OneOkDkT ON
i 8ndOi nCOt NULeL e

3YNnt Nnel Ot OT UDL O
ceudanotntLreudni Of
TedDUOt OsT ATNUNg
aNhédUdcl gomadt NI
t UDt nULDOCeéeLUT NO
| 8k Cdh nNOC Lt ad LA
b 6t L édl @3sEUR Hihknti
t UDt DULéeLOcUDNOU

14
E6 Dt g I OD C i dalnenéwro kiuky @ pro holky
www.ebezpeci.cz



Ak L1 O D-OildGraiulujeraeD

cOhTi LéeOkUT O\ hnNi
coal F1i NDOZz2O0ni hn
UddUGdinhewudiang O» ¢
NCDULT AT NO»s » Oc D(
AnéeOCT ULNODet DUg O}

5. DGFOWNT OUIl cdL DC
e Ot TN ad mioron kA cledi@rl
t T UNDR& GOCT ULT ADC
AhDULNOADY 6t DNAAL (
CiUGOUcdhnNOANGDaAT

15
E6 Dt g I OD C i dalnenéwro kiuky @ pro holky
www.ebezpeci.cz



Metodika® OG 6 G O6 7 |

VFi NAT Oél (1 ¢l D01 TeLakbPROBOUOO DO @B & DO GOWE
NDhANWO UDGI e6lGgO»T twée ADO Nk DNDOMING 1 @ W T WkDOC
t NCT GeCDGONRAT LAT AhNOGDLDgNAWOéEt NCg

1 DUDAT OYI NL W
1. - DNéAnoUDOADNCHhLI UT LOt DOUcdhNOYCGEWwORE O\
vi DCT éeCNcdOWCDandgOKkCNi NnLT GOI CNOUT ONd
CNOKkDhNOYCUWwg O TNOt éckkl QUG dth b CHEAA@NU G
ti U0t U7 I L podvodk @ wrplatdol grNANG T L 11 dpokgdHankas N w HIO
i eAdONCDULDOI nCGOI GDFEOKT OCNTFetTLONREC
t NG Tt DAT NORNALT ADOt LéGaoOtpadiodia Dk €COICE DA
I NtT FWkT OgeéeADaAanNnNi nceOt FNGT L O clBEUDHWD t |
ITCDAGT GNWOt NI 0D DODDLDET WOEAREOLYWLE G O
3. 0Dt NUT LI AT OhNeETDCatsNEk OFWR DODHNE DI N DTUNDE
adresa Honzy dostal€ & L UT NOADt ni NENOLT CDNgOi DOt
CRNOFTDI LeNAT OUt eaNDxcadkO U & (@40 ADaEd éidl 10 @ @ Ki 1
t NG c FefeholeNsOIKk DD i OUARTI nil e OUT waDCndaoel ari
cUDRNOCTWhWwg
4. i DCnhi O Udrah Paddoduem®@DULi AT NO»s»0U0UDORAée0 DI
el GT cncelLnOt UDICE k@& G @ SODaidimaakd KOSORGEHDN U
CT ULl ADO ( D LeNgarl ALmil CGhIOIAT FELCe kg @ t@01 UDL GO &
CDgT ANci piadONGTOamEcN CT DL ARENOt T UNDNODNAA
NCDULT AT NO»s»OUNWH UE WIoHE& DWE G thldl eNiOrkd Gidh @
5.YDULNOADt 6GUT Oénl OneOt eCnl OUGFEeAWOANGL
AeOLT UGDCDI Ot @ioryoh UhneCOUn éCOaNANRDLE EINDERILWKKEEN
cOWKkT KDNDO Ut DAT & L ] HPddswerd, KéeRass!. Stitky Radsvagdn é |
Dashlaney 1 6 A Ce FCDNOt DUL DCGE & BR QIDIODHOE BOG & it dG
teaDtt DCDAT ¢

16
E6 Dt g EH OD C i daOmeméwrd kiuky @ pro holky
www.ebezpeci.cz



Aktivitd: G a2 GpGrONDY @ gON o ¢
OZWJ (i GOO! GOOU FosOFO Gg!
00! gnilwdie®@BE OX GGN U NG 60 pyct
@Iﬁg bnoUIl OO 1j O | pajidb fioPis

t 8 Otppidedd @ 6 Ci Ok &
t FODGFENGOAT ANdA d
GcOFAT ONGDcUT GOC
cFi Gl eA0&e Ot FnNAal i

L FNGFENGOI (DFEON!
{ODWhLEOWOWKT ¢ &G D
igceoiéinqgmmdﬁm@

r

:tD;nuUDEWDEDDth
l{ FNGFeNgOi &l NT L Dj
1t eCnDOUCdOi Nt T DO

céealrLni wkbOci NOt N
Ci Uai wOt edOncacLni
ci NOnét UgOdl NGOK!
CT 1 & ONditpokitd OWh i

1

Progradd GOl G DES ¢t CDO
NCDUIT ki O®di®de U

17
E6 Dt g EH OD C i daOmeméwrd kiuky @ pro holky
www.ebezpeci.cz



Metodika® O G § G PénN ysOGd]

1 DUDAT §
=TwhOnbDabDttDCAdhN|7NOCALI]
"NCilGdecnNnceOCD¥Fc t Dt NG ODatWkiIQOR NUG T
i 6l NTLDOnét eCnDOt

aDt OcdCNNT OWkT céd
tNCl GdeCcboOeOat FnrLd

AFTnk Ui €01 on

t 0t Fcnl Ot DALDCOC
program, niéd A d OWN Rk n Wk [
NGDcUOT GOCNOtLt NCT (&
Ot FTNATTI ANWGEOCNOA

Spyware “"FNGT e NGOITUETCEDaR G &
datasi UD3 e Oce UDOUNWS

Adware "TNGTENEO] DOFE&E& CT |
WkT cedDLDOt nafet w
oknaxy FNALT KDCIT H

Ransomware cealLni wkbDOci NOt ncC

teoncarnincini goY
kOUGDOUt I AhelLl OGTFD
t DI WiwgO=nDOGdEBYO
viry.

Swinl ¢nl OeOehdaiwvel

programé O & |

GT cRDOYI

18
E6 Dt g EH OD C i daOmeméwrd kiuky @ pro holky
www.ebezpeci.cz



Aktivit® 1 TG OGDGuY 1j On

®@ PNOgoNOS ONGYg Gg GGOO! G
egpgDy FO n GHOGGOL ! 86 OpHE
instagrdmu e g G O tzuNJFFQI Gy G LjnGis
pDy ODgGNG GEO20O0! gt u NUGTF(

©@ ¥ NITUQPGDON R LLFOFRMEBIL OF
sOn GI! 6§ O®POnIgn B 0). @@ !lj 6T In.
NgBby pnNDO ORHPINF Gapenl L

o ¢ Ym7At~O

< ."]’

}'\\
-
"'}ﬁ 3

t

'

A3

‘m
> & 4 »
134
' »
Vs

4

-\J«-"-
115

Es \mz@ Obmmmmd ¢ O\ - zQ t A

4

it
~
nt

> PODVODY (SCAM P

¢

4:.}‘

v
]

FOTOGRAFIE
z6m\ 9AI

v
G

) l I
\
§f5 \\t
rr viis
‘1344 Ie}"“"
1 1:;!!!
@ Xz
W Lot

%link Gy GNgBO? Tn OpF 8 NGGEEF gNUIINGE BEON ! «
L GNDGN®6¢ ' nNG6 Nyl Dn

19
E6 Dt g EH OD C i daOmeméwrd kiuky @ pro holky
www.ebezpeci.cz



® KNG F G OG D G ytfvcolikigsppr@fiadrpsip QoRAg
GOL met@BEO L g rf O rpII0d B BHjF O
GNOGOONLQGCGHORGMODIEOS NG T

[
i

cookies |

®© GGiFTGOGDGY 1jOnpGs 200! 6 |
fimy. ODOL g g n n ¥'DOF WNIN § ®DD &G
000! 6 b lgghéehp®y] AEONOI (EENDIR
GGNj 060° pnuDFo Gy GPNYS O
reklahu 000! G [ O &GO Ny plind
°00¢, e g tiG@Tmn Fg Lt MO @G jlj (
 OODGFEDBY! Py BGOG ™

https://adssettings.google.com/ https://www.facebook.com/ads/
preferences

20
E6 Dt g I OD C i dalnenéwro kiuky @ pro holky
www.ebezpeci.cz




)

Metodika B O U

0GdOG6 > G(jﬂ

= N S

1 DUDAT g

TG GiLAl OBO
Cekl OeOCelL

~ ~

DEOAD
I

an

IP adresa

\ " 0eCTDUEOgG\AGDFADGEO” TN
WNRknwk DOT CDAGT gT 1 nceéedot
kel NOeCFDU&eOneUDRNOt NCT
CnNOUT Gidg O\ "~ Oé C¥T D U @k DDA
GDCIi eNT OgnéerU@QOEFDOYPODPT
NCI WCOKkDOMm & UDFH U WOD 0T ©In
t DUl ®NcedDLOAeUDhNOT AGD

MAC adresa

i CDONOGt cgOgatT Al DWO&CTFD
Ul OdD@e¢®ne UDhNOt NCT Gé CDG(
iaDTiékm@m&n¢®mk®®ancnw

UIL|C|O+DOUDUuIOCchAIgD
CecNkGDCIi NwOgnét UgOea=glt g

Cookies

7NN T DUOKkUDWORPESGCODHEHD®D
UGFinl oGOl GDFdOKkUNDORn&c U
UDancdOUGTi ni @001 Ot el OWN
Nalenwkl GOnénticedaOt U1 On

Geolokace

\AgGNTNeADONOR&UT OGDO®FRIY
UNAT I NDEOONGE & OQOGDLDgNAWC
NOn/ne Ul DRINILMd NDOWc d (i dg

Metadatay DG NGT

SNGiNGTegl DGOl 4DFdOt NOT CI
gnianetefi GwHGONaUehwkT OI
informace (mtadatajai UD & & ONONT UG dOé
gninNGTegi DOt NUT +t DAégO

=T GT Gi LAT NT OUitiedtide NT OUD Ot & 54 B W)

NALT ADOR 0D GG GibDrmi DOkQYA + GAhCEresaD+ Cé T&e OnéeobDa

https://www.internethighway.cz

N

°

|
!

21

E6 Dt g EH OD C i daOmeméwrd kiuky @ pro holky

www.ebezpeci.cz

6@'0 AW IO @GoD Ak DDKRDOA &
NT OAT GLT ceNT OYCeklI Ot UDUOT A
el Wt Wk DNDgO =T GT GGi LAT O UGNt 90t NOUNAdOt én

EhTici NDHGO&LDOGel dOADcdCNNdOgnet UgOTI Agr


https://www.internethighway.cz/

G (i T $ipG DGy

K digitdlnim stopdm patii také OSOBNI UDAJE
(a dal3i citlivé ddaje, které jsou spojeny pravé s tebou).

yhleddvace

¢ adresu,
ernetu 2ajimd,
Ju nakupujes,

Tvé datum narozeni

f \ ™

Novdhk . 0D B O (& O

22
E6 Dt g EH OD C i daOmeméwrd kiuky @ pro holky
www.ebezpeci.cz



AKTIVEEAtL PR 2 P7?7%

@ gFGI DG 1j O &Ng LG Ol pt
l G&G0On" an&inNGIiS BgOg 1
Gg lintdGDPGHEOPGEOpL gN-

2.Fotkat i HBO® é Ol
Ut DLwkil @0t DO
t gO- NCIT AN : pijeme pivo. |

ZCDC‘DL Dnd

23
E6 Dt g I OD C i dalnenéwro kiuky @ pro holky
www.ebezpeci.cz



IwmoéWGééénééiﬁbﬂ
k DOk DCDNDOt NIQID kni/m

wrgOSNIENGTFegl DO
vi Léci i AhOnéocC

0gOAékndOkUDNC
AnednNCi LOneUDNT
A éh T YduTubee O

>2gO7h AT OUDOt N ARG
sTNCI ANWOt NLDGT NDG
gnal wOU aldteangOt é UWwO

® £90¢ L Gt i
@ P!ILGL U N[ UIDW L GOF BEMEH dEGOD ! e
NnonDOGnU &Pl ng ONI O

G¢
® n!'neey FOGd G6BgOO ! Geldldnt
GgpDZ pDXOIlj eGgptugO GOl

@ JakGgNjiFd TnOnT! gTUdOFG &g

24
E6 Dt g I OD C i dalnenéwro kiuky @ pro holky
www.ebezpeci.cz



Metodika® OG 6 G O67 &Nyl

"FROGUORBCAIT AdTOOWCT NDOKki | 90FNt LT UNcée GOk &
AeOUNATITLAT AROUT GT AR
éi AT OUDON®AL GaTamtnes md OrcOUT Gwée AT AhRONDK DOt
" NG do2hodddB Ot Ce 0400t OCUOFECD N MEBCEHHENGC O D DD
FNthNCLT O8O0t FNCOKkUNWOcoaFendOUT Gwe ADOt FN3
[ 6T cT GWONOKDNDOFDéLTtNDcedOkeéel NOUI Wt nnc
0ONDARI NDOKDOTNt AnNnCANKHODNDIGINNEDR BT OW A DG
CTHT T NRODODWOReAD G NL DOt UDNT UGT GOCNLDcégOA:
t OTAncoadOcoanncanNiGgl Okéei NOADWETFiIi LAT OnDanot ni
éi ATOUDOGe] csdONDNDHIOP NICEH LD di WO OUDOUNAT I L
NOkDNDOcoatcnUT 6OCeL Ul Ofl e¥dl Ci B¢
»hHékl NDOUDGO&adaOki ATOtNDARNLT LT OFNt CI LONI
CNtdicediOnedOCeLUT ONGiti®

zGitl 9OWCT GDLDOGgGt FTOcNCADHG
1. FNCO a o ARINNEWNGAOLITGCDFEOUCT LT NDGO TNt LT UN,

t Ui GDLDDAFNCT AWGOADanNOt FNOUT FNi NwOcDUDK
2.i 1 dOgnNGENGTegl DOCI Ocl CHheOadvARNNOADNALI
3.i 1 dORAT NORFNt T OnDabDtt DCT O
4.7 61 OUNATIi LAT OUT Gd0e Ot he g MGG (DT d Ot

»hFawdl g

- \

éil ONOaOARNNONAGLT OcdUcdiUOEDIDOABRNOOCDD
TAGNTNEAT OeONdLT Oa9ARNNOk DOWLt Nt NRAAT G4 GOk
AGgNTNEADOKUNWOt TNaLDNeéedl Al dOck Cag

D@
B C

éi AT O & oONI DANediLO eéort1ée mMe OGNGOKkDONANhCBOt DNWh €
UNWi FNONNENO Ut NLDCANUGDNGO | (DT d Ot A& I NG
Ael LinAtheinhdINGOkDAkOnénTi LT On DAMOWOIOLGEL TT @]
CncCeéeUneE A4 tiibgrdfiel mhsgyam Storipk Dk T A h kaOpbnidgi1 T O U
screenshot@J A T N DI OYNOH D OXcalig IO YD o it GifiwICh kT d

GO0t NCT e CODCOMBRTFUGIO60O08LNBICHBFEGIONRNDANC

AneOCeL Ul ARORALT ADOtLEGENTNI Ahg

25
E6 Dt g EH OD C i daOmeméwrd kiuky @ pro holky
www.ebezpeci.cz



1 DUDAT g
1. SNGNGTFegl DORéeUDARNOCNNWg
» AT NDIi ONOKkDONRalUéennNcedOCT ULNOtNtEtTUAdCOADANC
| CDOCIT dotb@aficerd Gyl Al 100 IOFCEN FNe ADGORet UgONeékD
kel dOCéL Ul OcoaécbDnl OkDOUNWCI UGT Ot Nt DNI Wwg C
2. Fotkaz 1 FioG0ne Ol GDFAdOUDOUt NLWKkil &80t DOt i
=T 6d0cdCNNdO ¢ &Gl FO Cf NELKIGVE MW OWd @é &1 cnl O
UNWi FNNEOCT Ot TEeANCcAT Oklik®IIQOSDII®IGHFIEQ T B O L
PoliciD viOUOT t e Cd Ot NTWUDAT Ot i i NAnég
3.-NCT ART OgONcME DG A0Gte Of G DFJd Ot Fi cdOk UND ¢
ddlT OT OCNUt MIWLD &S HRIBNNBN ATt @tICdOnDUNT Onéo
AGNTNeADOBOLDNG® VO O Kl 68 MFMdXTLEmrodi e | On é

- W™ s v W e

t DGDAAT MMICHKIDRN O

4. sNkDOgNGi e Ot DOUtNFGENCcAT hNOWGIT i AT GOIl 4GDTF
i CDONOaAdkANWOGNIENGTFegl T GOI G DI G IIFANAOAC] AlSdiO
fotografiez L 6 c DAI dh ROt i ¢cNCWGOcT+ 0anNCcOCgOuwg

5 NOT CT LT OKkUNDOUT On e ddcd rmiNd gAY GO | i widmGealdmnl
ZGJdGMmMaNGTFegl DONOKDNDOcOSCT UGONekDGI RecdOt NN
t FNgT L WOCKE U id &tOTOBAKIDIOHEAATON AT L AT kardihakiBeC d k D g
Ul Gwée AT @nNIcy 0é SIOWwCO00DOFORER DD DE@E DBt W U i

6. SNGNGTFeagIl DOneUDhNOt Uég
»AT NDI OnéeUDhRNOCNNI AThNDONét LT Ci ed0abt OcelLl
riziko.

7. VideoZ2 Wi e GOne Ol DFdNOKkDOKkeUndOcT Cdid GOk DC
NI WCOa0dCINDEE@IOd HGDFMOBWOWIDNEADE Of GDTFIN
kT A€EOt UDGDLAdOt UDI FeCwWkDON&3IT Ni LAT Ot DecNLI
Né dQMULNWkT GOké&il NOCO2Y &+ nl Ot FRUGUDCDI Ot ¥N

26
E6 Dt g EH OD C i daOmeméwrd kiuky @ pro holky
www.ebezpeci.cz



8.SNUENGTeé gl xestyviOB ONIL e SWODE OCNcNLDATOWONDN
t 0 CNcNLDAdO ARADNDO cUDARRABOtT kKT Gl 80t DCL
gnRiNetéeTi GWOEONTA@OANRNAROODOARL WAT GO FNCT AdO
NaDtdnk @l dOgnNGENGTFeéegl DO& WG DN [z GEdd@WaCAI @iy ML
k CDONOg NG N GWedyiNEDAMEMBIE DR MO d R Wt N+ B € MiE DO n
sharentingAT Mt N € CWk DNDOA&ECNdFAndOt DWkT ¢ci AT OUNAT
UL Wk Da HQ R €11 Srod Gddi bW DRETUek BIOT AhOCd Gl

"NCTNaAdkUT OT AgNTFNeADONOgDANNGA
vie UDNOcT CDwg

9. AekndOk UDNOA & ON nad atent DO IBOWEGY DA e 1 C |
Ei AT ONRDRNDWOGNGT GOeMmILTHAICO U OWA L& OINNDgIG adn U
CSkTNDiGWCQMﬁﬁaAmméﬁﬁ@@m6&&%ﬁ%ﬁ&m¢@&eaTc

NN A o~ v -

CSkINIeOU;DXD@C@UEDOGbuWuDNDg

"NCTNaAAdkT OUDO G N Mapitble OMIidINFelid vdGDet dF s W KOONEDOXK of (F i
VNDGNCT ABMIGOaNiDOecOUCd @ T ND

t Dt 6t DNDn NG GO KR @@ Dico § 06 NGTFegl DOADanNnocT

R

NOUNanT OYCé k DG irbsftnigOdka ¢ TObn @ vie i i it @@ 104 [TID
107 h AT OUDOt NAK L W & TFRaIBIT A GO EENIOED GOd el O
gniai wOUCcldtenkyOt e UwOé O
ZDUDKA AOBOOGWE g1 DOR étUDH QDL FA@O&OBDEDDEBD
t DkDAKkDONt d i Ot o Bk B EDNDDE &GN NEMED On i U O
eLDOAéEcCT AOCOINW kI divdkiEiewERNET NEGD dreware: (booking
FDgDFDAADHOE OCI FNRcedincCyg
=T 1 ©80CT ULiwONmD tnEAd eOADOKkeNd A DNOt 6 UekdF&eOUDO
checkinu procedd Caéc DAl HO& Ot kT UGT GOUT OnéeuUDOCE i WN
NDkAdOFECEKDOUIOCONODROABONNKLNOcETeUhEOEd @
Ci¥NcdhNOI nCWONODKkDOI CRIiNLTcOt kT UGT GOADKD
viDGeCLDgOt Dt 6t DNT ADKkNDO&é nT OntenCOkil Ui @ CIDINWD
NOkDO&acldOcUGWt DAl eOnéedl NAADTI(g

27
E6 Dt g EH OD C i daOmeméwrd kiuky @ pro holky
www.ebezpeci.cz



ZdrojPicworld, 1ZiSpicy, Sfnet

Gi |jGi pDiiDnsOGH
n FgOO! GGDU Gg (¢
A4 é YO L4 o .

28
E6 Dt g EH OD C i daOmeméwrd kiuky @ pro holky
www.ebezpeci.cz



[Metodl@EOu QuOo” 1/zaeG}
7T LDNO&Tl GT ¢T G 80 KkIDMDWite CHOTHAAN OUODd &1 aNDroen @Od 1 nl
ThAaDCOt GFiI AT NDOI DAGTFNL Wy

ZDUI DF€On DckaliChEKNWOEFE i @§ OGOT KDOODON&Kk Dc
Al ¢l NcdOLil Gi 8GO MNMDI tNAFNQ Mer B d@OBO Jdhd OD K T
chlL

1 0as0Ul ONdLT OwWcdCNNT 6GOkDOt Nt CakUT OUN&
| O TA ehcODWG DG wg Ot 6t Ug O Y G miavkl IAG @ING [ D
GO IMIUdEOKFII0O NaKBO c Ce U0 WL Nk NMADkE i d G
[ ANWEONDDNORBOECBEOEBRHEDPAEOADOt LEedGgNT
SNedDFT i LDNOt € mi red iN @ OHMND @1 @ © 10tcTdICgIN d O ¢ &
CIGI (i GOTUDENODWOIKDOAA WO TDGedT cnl OCNt 8CO 1
t TEANCcAO DA r@Té g1 k&N MO t&NPul PRk NI O B C B D (
t DTWUDAT Otil nNnneg

c o

éi AhOB®DI Ot et DNT néedOenl OnNeOldNGOKDONANKCS
UNWi FNNENO Ut NLDCANUGDNGO | (DT d Ot A& I T NG
Al LinaieihdMNGOKkDAKkOnehTi LT OnbDanouci LDl Ot
t Dk D0 mMa GOkéel Ot eNDtT GOUT UDAT OADchNCAdO
coabAOnDcoadtceci UODiGg

Koukep dU N éci2gnE
F nf&ky rignapchalal :
tona Instagram i na Fi

an e FaAN G T

29
E6 Dt g EH OD C i daOmeméwrd kiuky @ pro holky
www.ebezpeci.cz



AKTIVITA: - (i Déeht @OBDON (
@ °nLiDGy OODOTn @GH OPpdhdigd) !
° GiGENB-aitDmEYT N G &g L O&p ONOG
BUIGGEgOgF e&polinLOF”

sz6\ mOt As s Ot \ i 92 »Amt a0 \'t C
[ ] AQAQRDTE

6\ zs AA - \7kBé( z=AsRk t~O7Y
gzA\ »kO" - » HODINIKAMI

YA»mzOgkzs6\t i\t alog O»:

@ °GOO 00O 1jgdF Gonlnl
tn GOliFuy 04pNDBap GR
kOO!' gF On pnognDyoO

@ Gn O G @GN Dy Gl G
O0ODOTNnG Gg pnUGgt
ipnDUGGONnQ G~

@ £9g0 LGIOO U@gN@OmD@UD@M(
0 ODOBGE INDOEp HEIBGD gp gl BOI
konverzaecordWhatsAppu, Sapch&NEiR & G E
Q ODOBG6 Ggli N@D&PL 1§ g WDy

30
E6 Dt g I OD C i dalnenéwro kiuky @ pro holky
www.ebezpeci.cz



® An LGIOO N6DgGDGES ONGL GJj (
FneGnl Od g0 FnLiDGy O

@ r GljOgDUBOOO ljG Nr
ahty n! ne&y p DAintefin€ti]
G6B3gOG ! (i&elidg”

®@ °GOO 00 |joo
(Google, Applé apdd ) N
O gUONnFgoOi
internet- 0 Fn 0 G
J UONnFgoOltL

@ aydG O 60 LGLODGPH TN L I
GnOGe&egDi LGIOO 0GIljo6ODI(

31
E6 Dt g I OD C i dalnenéwro kiuky @ pro holky
www.ebezpeci.cz



@ b DM Olj (i
nn¥FDO pPDgG”

Tyto aplikace g5oogle
" L&d8O0OWNIT Oc

Zbavte se jich.

91 UGT CDOUBUI
eWCI NOFDI NnFc
it 90et LT &2
t UD U O bbthedidodyie
"LedaGOWOnT Ah
t FeccCdt nNDCnNnan
NRDkni OUt LAT C
t DkéeCécDi GOs

bn o6

Na U éaalwdeed On é N
WkT Gl wOt ¢t o0
GFipDROLOPCANC
Microvt Dt D¥nwk I
et LTl AT GOI
UcdhnNONAARNC
t FicdOt FNANC
ti i DOnedaeni
malware Aplikace

UhFTNNekCRceél
YCekDOnadail C
jejichPRGOhR DUL & C
informaceN é L BDé F D (
WNRKnNCc & lc®tis
GD3IGNcdOt t Fi

GGl DONUBuyYt y aNlIiRaGet
NnNpno

eOnNcLi Cedol gt

telefony.c C¥ Nk § O» c d

@ ¢ 6NODfM iz D OIIGEDIGyEMiNg  j G
ddj 0 raabimavirovanou aplikaci?

©@ ¢ NOF Bl n (bO@p HOEshuddos e ° gl
@ GG O FnLiDGy OODOTH G FGi
G6bg0¢g O gmdioljgO UFgyli GljodgCn

o NN

FnldDGys Wi GG 00! GOOnN
pDypODWYING Fo¢ 200! LG pn

32
E6 Dt g EH OD C i daOmeméwrd kiuky @ pro holky
www.ebezpeci.cz


https://www.svetandroida.cz/tag/malware/

Metodk@ 0 0G 6 G O6? °nlk

“"FcecAT ONRAT LAT OG DL g NAIGHG N0 ncel Ot d 1d i de @@ il 10l
GO CaGOcowki ci OkDKOOROOOWIKOBOOEBDEAPDOOD
aDtt DCAdhNOt BWKT ¢V iPORDDWIOIIBCBOcNLDABOG &I
l.cilLrecni OteaDtt DCDADXNIDADORIDENDOED L DGIT
a1 NN Dukdnibiacis \ t DNGONI L NO&ADt t DCAdOk DOt 64D
2. OWKkT ci AT O éwidnNNEé G lcléubudssCF@ 1 © & 0 et diliid @ On
eEWainNNedl Al 90t GE 8§ W@ CETONIY @BHAgLAITWIC W O g ¢ |
nainternetdd CDOk DOCOLDKkI GdGOeasaOaal Ot U1 UG Wt
t DNDADDLE@I@OT ADgi +t DcdhnNONcdUNci AT gO” T
teabDhoOogéet UgOaoOcowkl ceLOWAT ¢cDFtiI LAT O
(fotografie, videa) mohou unikidk.C 9Ok DOGDCaOn Wi nd ONT GOt |
3.VAUGéLréADOFTaheraplikdtae & 1 DslaBadADc da UDREAR Ot C
gnét Ug OGoogte PlaMictospft StareO e Od WG OO kD &iTdi GOk &1 i
et LTl é&Al O@mPAMDDNKMNy QBT Al 1A ¢ & AHENSIOERAThCDI O
NNDhNwO&€GOn D& mabFamdde Qd Die ROt ndk UT OCT
DL NT OICEDAWEd GBENGEOI T COKENONEADOCDOUCIdNON|
T OCNUt adiTNHIVNDEIK TN WK T Oé i (Ttcd kiGaeO | nal DNFQINDXEU i
Ut NLOWK OH ¢ DAJIDN @ KD A IFRONETIOR B GE @ AU DNGOKk DONDJK D
Aé UmdbitOn DWk T COOWKRIODADL GOl GT cT1 (i8dgO- DelLlt éA
b6t OkCNci AT NONRAT L Afl 1h®iOW IDM D Gh il eOaahaaiidl N & C
"FNCOAO0OUDOCAdGT OADNALBOREONRAT LAT OGDLDgNT
cOt §0dKDOOBRBICTTFAWACONE DPIWO A I D ICWHoBhord BN C W i
nocipakt T N CT Uy wek ANAIEKUINDAKGDIA AN N O# OPD&EODO B il NOO LI
NRDCFNWOCi UGOUcddDLAdhNOUt DI GFescoOaLni wkbDo
alid L NOUDOA D @I IADOD ExiithaEimaditD kipitoldug O
vVCe L UT OCi UGT OkOLA TAO NDTNRAOA Gt DFFecA0Wct et O1F n wk D O ¢

vDgT AT 1 LAT AR Ol A BADFOKDDIOTOL ik O 1iad A0 MDA INATHigEY i 1D C

NReUDO»s»| 9giOBOON 6 ANDK GIGOE DON crnrei Ud eakhl OGN ITH N
odchytnoutt DG c Ft Dcé AT Ol nCo0née Ul AhROt LéediDaoéeonctl

33
E6 Dt g EH OD C i daOmeméwrd kiuky @ pro holky
www.ebezpeci.cz



Videa §00G0i06 ]

nNLiDGy OO

PROC BY SE qén NEMEL y gﬁgb USNUTIM
DIVAT NA PUSTENY
MONITOR €| DISPLE]?

!

Clovék (jako ka3dy savec) md geneticky naprogramovany
biologické reakce na st¥iddni dne a noci
(tav. biologické hodiny).
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# Trust 8¥ male - 17 years, stockton, United Kingdom

peter cartwright

04/01/1992

stockton (Cleveland)
United Kingdom
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Zdroje:

Co je sextortion?6ED+ t DCT g O
https://e-bezpeci.cz/index.php/ivium/2424co-je- sextortion

7NO0CdLéel GOl CoadiitddBldd CnOcoCl Fi QOA
https://www.e bezpeci.cz/indephp/rodicurucitelumzakum/1872o-delatkdyzte-
nekdevydira
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http://www.napisnam.cz/
https://e-bezpeci.cz/index.php/71-trivium/2421-co-je-sextortion
https://www.e-bezpeci.cz/index.php/rodicum-ucitelum-zakum/1873-co-delat-kdyz-te-nekdo-vydira
https://www.e-bezpeci.cz/index.php/rodicum-ucitelum-zakum/1873-co-delat-kdyz-te-nekdo-vydira
http://youtube.com/ebezpeci
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LV prostfedi hry Minecraft.

Adam |saac, 23lety pedofil z Walesu (Velka
. Britanie) v prostredi Minecraftu obtézoval chlapce
i ve véku 12 a 14 let. Chlapcim nabizel virtualni §
. darecky, komunikoval s nimi prostfednictvim
Skype a Snapchatuy, zacal si s chlapci vyméhovat
| rizné - timni fotografie a videa, ktera pouzival |
ik vlastnimu sexualnimu uspokojeni. S chlapci
rovnéz komunikoval prostfednictvim webkamery a
i nutil je k sexudlnim aktivitam. Byl odsouzen :
: ktrestu odnéti svobody na 2 roky. :

7droj: BBC News

.................................................................................................................................
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v kyberprostoreeAdamusaacovi.

011 eCOkDOcDLNI OCnRaUDOt NéetnNcinOnet UgOt CDS
Minecraft paedophile Adam Isaac groomed boyB&dinéews.
Onlinehttps://www.bbc.co.uk/news/ulalessoutheastwales38691882
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E6 Dt t D C htpdaviw eberiegi.cr/index.php/temata/kybergrooming/1222
minecraftkybergrooming
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https://www.bbc.co.uk/news/uk-wales-south-east-wales-38691882
https://www.e-bezpeci.cz/index.php/temata/kybergrooming/1222-minecraft-kybergrooming
https://www.e-bezpeci.cz/index.php/temata/kybergrooming/1222-minecraft-kybergrooming
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Od: gsmith77@yahoo.com

Piedmét: Gratulujeme!!!

Mily priteli,

jsem advokat George smith, ktery vytizuje pozﬁstalost po Janu
Novakovi, ktery pied meésicem zemiel Vv Nigérii a ktery PO sobé
zanechal 3 000 000 $ (USD). Patranim vV rodokmenu S€ mi podatilo
zjistit, Ze jsi jediny zijicl pfibuzn{r, ktery ma narok na celé dadictvi!
Gratuluji! J ediné, co musite nyni udélat, jedo 7 dnt potvrdit zajem O
dédictvi na e-mail na konci tohoto dopisu a uhradit uredni poplatek
ve vysi 300 $ (USD). Poté budou finance prevedeny 1na tvij bankovni

ucet.
Se srdednym pozdravemn,

George Smith, advokat
gsmith77@yahoo.com
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@ Poslali biste FoyeadNs

(O I

3 Romana Navratilova
©

¢ Ee

Ahoj, Hedviko, mam problém a
potrebuji tvou pomoc. Jsi moje
posledni zéachrana. @

|

NemuzZu se prihlasit na svij e-mail,
nékdo se mi do néj naboural a zménil
mi heslo. @

Abych si mohla nechat ucet obnovit a
zresetovat heslo, musim si nechat
poslat na mobilni telefon specialni
kod, ktery mi ucet odemkne.

BohuzZel jsem ale svij telefon
zapomnéla doma (piSu z pocitace z
knihovny). @

Proto jsem si nechala kod poslat na
tvij telefon, na tvoje telefonni Cislo
Napi§ mi sem prosim kod, ktery ti na
mobil prisel, ano? A A A

Jsi moc hodna, moc dékuju!l! @

Jsopsn lj y DGGy F

& D GGG D Nréolalp Daidos
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